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Heimdal Security

Thor Foresight Enterprise

Achieve proactive security and enhance your resilience with Thor Foresight Enterprise.

Proactive, next-gen security featuring EDR and HIPS capabilities to combat evolving threats and fully secure your
organisation.
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The embedded Darklayer GUARD™ is the EDR you Alongside the proprietary VectorN Detection™,

need in this threatscape, bringing unique traffic-based with its behavioral analysis of endpoint traffic and

malware blocking to prevent endpoint compromise IOAs / I0Cs, your organisation gains the essential

and eliminate the risk of data exfiltration. threat hunting tools to actually anticipate attacks
and map out the security-critical points in your
environment.
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With the X-Ploit Resilience module, your

organisation gains the most powerful and flexible Featuring automated vulnerability patching, 3rd
policy deployment tool, with: automated party and Microsoft software installation
vulnerability, patching - 3rd party software alongside essential intelligence reporting, X-Ploit
installation - essential intelligence reporting Resilience brings everything in one place, with
points. ¢ granular controls so you can act precisely.

Choose a flexible, cost-saving solution for patch and software deployment management.
Eliminate the vulnerabilities that can expose your valuable data.
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Fully customisable and 100% compatible with existing solutions, Thor Foresight Enterprise provides
unparalleled threat hunting and threat prevention to combat next-gen malware, ransomware and other
enterprise threats.

“How do we defend our organisation against phishing attacks?

How do we ensure that our software and devices are up to date?”
- National Cyber Security Centre (NCSC UK)

These are the questions Boards should ask about their company’s IT Security.

What will be your response?

Criminals can easily bypass behaviour and code scanners like Antivirus, as well as firewalls, unleashing
devastating ransomware attacks or creating data breaches that will damage your organisation.

That is why reactive solutions are no longer enough.

Multiple deployment tools create confusion, slow down your reaction time and open your enterprise to
devastating malware and ransomware attacks.

o, OF EXPLOITED 99% of the vulnerabilities exploited will be the ones known to
VULNERABILITIES security and IT professionals for at least a year. - Gartner

Outdated software is the most common attack vector. It leaves your organisation exposed and can
result in ransomware infections or critical data leaks.

MILLION $5 million — the average cost of a single ransomware attack. -
IN DAMAGE CcOSTS Ponemon Institute

3 7 8 5 CORPORATE In 2017, as recorded in The Internet Crime Complaint Center
DATA BREACHES (IC3). On average, 10 data breaches happen daily. — FBI

Vulnerability management should not be a game of whack-a-mole, nor the biggest time-sink in your
workflows because of antiquated, opaque solutions.

Move beyond SCCM / WSUS and discover this unique threat prevention and policy deployment
tool for an unrivaled control over your entire infrastructure.

X-Ploit Resilience: the next-gen, fully automated patching and software management solution.

Exercise true control over your environment and build true resilience in front of critical cyber
threats like ransomware.

Take your cyber resilience to the next level with the next-gen EDR solution
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Thor Foresight Enterprise will give you the proactive, code-autonomous tools to prevent, not
just mitigate attacks.

THORA FORESIGHT THOR VIGILAMCE THOR PREMILIM REGLALAR REGULAR

FIREWALL
ra
Features j / \ -/J
FPROACTIVE REACTIVE FRAOACTIVE REACTIVE REACTIVE
REACTIVE
Unigue Threat Prevention of the Most
Advanced Ransomware Viruses, Spyware and APTs v v
Traffic-based Malware Blocking (HIPS) W o
Exploit & Dropper Blocking (HIPS) o o
Attack Forensics & Source Identifier (I10As, 10Cs) W W
Threat Hunting (EDR) W W
Multi-layerad, Al-Powered Protection " "
Software/Asset/Patch Management W W
Data Leakage Blocking W W W
Traffic-based Malware Detection (HIDS, 10As, 10Cs) ) " W
Browser-based Protection W W W
Phishing Protection i o W W
Firewall v W v W
MNext-Gen Antivirus W o o v
« Local Signature / File-based Scanning W W W W
« Real-time Cloud Scanning W W W
+ Sandbox and Backdoor Inspection Wf o W
* Process / Behavior-based Scanning o v W W
Lightweight Installation and Smooth Performance W W W
\L Very Easy to Use o " " _/J

Thor Foresight Enterprise is compatible with any Windows client environment from
Windows 7 to 10, VM Ware and Hyper V hosted environments.
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The essential Host-Based Intrusion Prevention System (HIPS)

DarkLayer GuardTM is a unique 2-way traffic filtering engine that supports fully customisable
white/black listing.

With it, your organisation can block network communication to mitigate Zero Hour exploits,
Ransomware C&C'’s,

next-gen attacks and data leakages. Using our ground-breaking Threat To Process Correlation
technology, we can identify attacking processes and provide HIPS capabilities for endpoints.
Code-autonomous detection to find threats unseen by NGAV and code scanners

By tracking device-to-infrastructure communication, VectorN DetectionTM will detect 2nd generation
malware strains that no other product can see, effectively delivering a HIDS at the machine traffic layer.

Using machine learning to establish compromise patters and offering indicators of compromise/attack
(IOAN10C), this is a unique add-on that will boost any other type of endpoint security.

SAM and Preemptive Vulnerability Management
With X-Ploit Resilience, you can see and manage your entire software inventory anywhere in the world.
This scalable, flexible and streamlined module will let you directly close vulnerabilities, mitigate exploits

and achieve compliance.

It handles both Microsoft and 3rd party software management, leveraging Heimdal's Global CDN
Infrastructure to deploy updates and new software based on your unigue policy.

This unique, threat prevention approach to security will layer on top of existing solutions to create true
cyber resilience and demonstrate flawless compliance.

Leading product and intelligence

Appraised by the FBI, working with EUROPOL and USDOJ and endorsed by NC3
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Your organisation needs true cyber resilience against
both known and unknown threats.

Contact Brigantia

Sales and Accounts Office: Unit 7, College Business Park, Kearsley Road, Ripon, North Yorkshire HG4 2RN
Registered Office: 4th Floor, 7/10 Chandos Street, Cavendish Square, London, W1G 9DQ

Tel: 020 3358 0090 | Email: info@brigantia.com | Web: www.brigantia.com




